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Stem Case and Key Questions Content 
A second year anesthesiology resident has just returned from a week of vacation in the Bahamas. 
She states that she is excited to be back and working with you since you are the fellowship director of 
the program she is applying to. Over the course of the morning, she is busy showing all of her fellow 
trainees pictures from her trip. She accidentally leaves her iPhone on the anesthesia machine during 
lunch and you notice a picture of her on Facebook looking scantily dressed and obviously inebriated. 
 
1. Do you let her know that you saw the postings on Facebook? 
2. Will these pictures influence your fellowship decisions? Should this online content prompt concern? 
3. Can online information be used to make hiring decisions in the workplace? Can this information be 
used by residency directors? 
4. Do you think it is important to discuss issues of professional conduct with her? 
5. How accessible are these images to the general public? Has she taken any measures to safeguard 
her online profile? 
6. How commonly do residents, and faculty post unprofessional content online? 
7. Is there a way for participants to restrict access on social network sites? 
 
Her performance during the case is less than stellar. She seems distracted and has difficulty following 
directions. You mention that her patient care is subpar and recommend further reading and 
instruction. 
 
It becomes apparent that she is having difficulty maintaining focus for the case. Later that evening, it 
is brought to your attention that this resident has posted very negative comments about your 
interactions during the case on Facebook. She has even made inappropriate comments about the 
patient’s body habitus. 
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8. Are these actions considered unprofessional? 
9. Has she violated any HIPAA laws? 
10. Does your department have any mechanism in place to monitor social media websites? 
11. Do you personally conduct periodic searches of your individual name online and 
identify material posted without your consent? 
12. Does your department have a policy for online code of conduct? If not, how should this subject be 
addressed? 
13. What is acceptable behavior in the online world? 
 
 
Model Discussion Content 
 
Increased use of social media by physicians can blur professional and personal identities which 
presents new issues for physician professionalism in the information age. A professional approach is 
imperative in this digital age in order to maintain confidentiality, honesty and trust in the medical 
profession. A 2009 survey of deans at 130 US medical schools (JAMA 2009), 60% of respondents 
reported incidents of students posting unprofessional online content. Violations of patient 
confidentiality were reported by 13% of those surveyed. More and more, people are finding that the 
pictures, stories and other personal information that they post are creating problems for them in their 
professional lives. Broadcasting personal activities can affect a doctor’s professional image. 
 
Social media sites, such as Twitter and Facebook are informal environments, so it is easy to let your 
guard down. When you post something on a social media site, it is accessible not only to those whom 
you intended, but potentially to strangers as well. While people maintain that their personal profiles 
were never meant to be viewed by anyone other than their friends, the reality is that anything placed 
in a publicly available profile may be used in the selection process for faculty positions. Employers are 
increasingly gaining access to social networking sites such as Facebook and MySpace to see what 
they can learn about candidates. A recent survey of Anesthesiology Program Directors reported that 
Program Directors actually searched online social media sites for information about their residency 
applicants. It has become apparent that this additional information can be crucial in supplying 
additional information about resident candidates. 
 
While this practice is not currently in place for the medical profession, in the business world, 
employers are increasingly using social network sites to learn about potential hires. In a recent 
CareerBuilder.com survey of approximately 3200 hiring managers, 22% used social networking 
profiles to screen potential hires (CareerBuilder.com) and actually dropped candidates from 
consideration based on content found It is important to keep separate their personal and professional 
social networking accounts to ensure a clear divide and role. Employers maintain that 
unprofessionalism displayed at social networking sites may be a harbinger of future 
unprofessionalism. Most concerning are candidates posting information about alcohol or drug use, 
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inappropriate photographs or information. Even an unprofessional screen name raised concern for 
some managers. 
 
Physicians should approach posting on social networking sites in the same way that they approach 
conversations in hospital elevators. It is simply forbidden to discuss cases in a public setting, whether 
physical or virtual. Since HIPAA ensures privacy for health information, doctors can face civil or 
criminal penalties for disclosing personal information online or off. HIPAA is a bill that carries criminal 
and civil penalties for breaches in confidentiality. With this in mind, it is important to carefully consider 
the implications of becoming a Facebook friend. Social networking sites often allow users to restrict 
access to their profiles. While many individuals often realize this, many users fail to activate these 
privacy features. In a study of medical students, 62.7% kept their Facebook account public and did 
not put these safeguards in place. Even when a profile is restricted, however, there are ways around 
privacy guards. For example, a member of the residency selection committee who is a graduate of 
your college or medical school, can create a profile using an alumni email address. In doing so, 
he/she can acquire access to current students at that institution. In this way, he/she can circumvent 
the privacy guards in place at social networking sites such as Facebook. 
 
It is time for regulators, educators, and employers to review policies, making sure there are effective 
social media guidelines in place in their organizations. Only 30% of the programs surveyed had a 
policy in place which governed social networking practices. The majority of programs reported that 
their department did not have lectures or even educational activities related to safe and appropriate 
social networking practices. The majority of program directors reported never having had an incident 
involving reprimand of a resident or fellow for inappropriate social networking practices. According to 
the study, monitoring of social networking habits of residents/fellows by program directors only seems 
to occur if they are alerted to a problem. Since all social media posts should be considered public, one 
should also maintain special consideration for patient privacy.  
 
Below are key points to consider when developing such policies for employers and 
educators: 
 
• Be proactive. Even though your institution has not experienced a problem with residents or 
attendings inappropriately using social media, policies should be in place. 
• Develop the policy as a guideline, respecting social media as a viable communication avenue. Don’t 
be negative and restrictive. 
• Emphasize that appropriate use of social media is essential for maintaining professional and ethical 
medical practice. 
• Instruct on privacy, confidentiality, and HIPAA laws and how they limit disclosures on social media. 
• Avoid citing specific social media platforms because they frequently change. 
• Educate about common myths of social media. 
• Inform how disparaging remarks against colleagues on social media can adversely affect team-
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based care. 
 
Although the ability of physicians to use online social networking, blogs and media sites for both 
personal and professional reasons should be preserved, a proactive approach is recommended that 
includes actively managing one’s online presence and making informed decisions about disclosure.  
 
How does a physician keep his/her online persona clean? 
 
• Google yourself regularly to ensure that troublesome or offensive material does not appear online. 
• Employ whatever privacy guards or blocking tools are offered by your social networking site. 
• Closely review your posted materials (i.e., comments, photos, membership in groups) to ensure you 
are displaying the professionalism expected in a future resident and doctor. 
• As you examine your online persona, consider your audience. You and your friends may feel that the 
content is relatively normal or harmless, but faculty members and program directors may have a 
completely different viewpoint. 
• Remove any material, including photographs and text, that may be considered inappropriate. 
• If you cannot remove the information, politely contact the company or person who owns the site and 
request its removal. 
• If the information cannot be removed, be prepared to discuss it should the issue be raised during an 
interview. 
• Consider creating profiles at professional networking sites such as LinkedIn. Such sites tend to be 
ranked highly by internet search engines and profiles placed at these sites may be displayed 
first on an internet search of your name.  
 
The development of a “dual citizenship” approach to online social media that separates public and 
private personae allows physicians to have networks for professional connections and maintain 
privacy in other areas. The use of a pseudonym that only friends know should avoid violating privacy 
rules and allow one to steer clear of inappropriate contact with patients. 
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